
Awareness and Training Platform

CyberDI is a Level 2 CMMC Certified Company
providing Awareness and Training Solutions for

Defense Contractors



CMMC Curriculum

Mandatory CUI
Training
Media Protection
Insider Threat
Incident
Response

Build an Awareness and Training Program
Move Beyond Canned Videos to Creating Culture

Cybersecurity Basics

Phishing Training
Internal Risk
Social Engineering
Passwords
Protecting Devices
Agile release 
MFA

 ITAR/EAR
CURRICULUM

Fundementals of
ITAR
Export Control
Basics
Encryption
Record Keeping
Audits
Risk Assessments

Build your Awareness and Training Programs with World Leading
Experts in Cognitive Science
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Role Based
Awareness and

Training
Curriculum

Training Based on
Systems Security
Engineering
Aligned to
CSF/RMF models
Customizable
training matrix
Affordable
Subscription
based model

Engineer right sized
learning for your
company

Getting Started with CMMC
 and Microsoft 365

Building a Personal Security and Compliance Playlist for your Company

CMMC Practice
Evidence  and

Implementation
Guide

All 14 Domains
ALL 110 Practices
All 320 Objectives
Utilize Microsoft
Documents.
Agile release 
Customer
responsibility for
all practices

Download evidence
guides for CMMC
assessments

Resources to 
Meet the 

Needs of Every
Learner

Aligned to
CSF/RMF models
100s of hours of
video
Over a 100
articles
Library of
Resources from
Microsoft, CISA,
DOD, and more

Engineer right sized
learning for your
company

Grow your System Security Plan through Awareness and Training
and Meet the Evidence Requirements for Many Practices

H T T P S : / / C Y B E R D I . U S H T T P S : / / C Y B E R D I . U S



What is RMF or CSF 

What is CMMC

What is Systems Security
Engineering

SSP and the POAM 

CMMC Overview 

CMMC Ecosystem

History of CMMC

CMMC Code of Ethics

CMMC Assessment
Process (NDAd) 

Failure for Compliance

Creating an Awareness
Program

Developing your
Awareness and Training

Matrix

Controlled Ennvironments
and CUI

What is the cloud,
FedRAMP

GCC,GCC-High, Microsoft
Licenisnng

7012 band Contract
Flowdown

Sensitive Data and
Microsoft 365 

Our Portable Media Policy

Dangers of Social
Engineering

Using a Third Party Cloud
Enclave with Microsoft 365

Data Flow and Avoiding
External Networks

Policy for Publishing Public
Information

And More

Creating a Security Team
with Microsoft Teams

Governance and Azure
Policy

Microsoft Purview
Compliance Manager-

Sentinel Solution
Workbooks – CMMC

Intro to Systems Security
Engineering

Introduction
 to CMMC

Introduction to Microsoft
365 Cloud

Customized Basic Training
for All Employees

Customized Basic Training
for All Employees

Massive CMMC Curriculum Library
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Microsoft Defender

Microsoft Defender for IOT

Microsoft Defender for
Cloud

Microsoft Defender for
Endpoint

Microsoft Defender for
Identity

Microsoft Defender for Office

Microsoft Sentinel and SIEM

Insider Risk Management
and CMMC

Entra ID  and RBAC

Conditional Access

Privileged access
management.

Intune and Endpoint detection

Privileged Identity
Management

WHFB MFA

Microsoft 365 Cloud Center

Microsoft DLP

Azure Web Application Firewall

Azure Bastion

VPN Gateway

Microsoft Sentinel

Micrsoft Defender

Microsoft Defender and Audit Logging

And More

Systems Security
Engineering and Microsoft

365

Identity and Access
Management and Microsoft

365
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CUI, Microsoft 365, and
Remote working

Microsoft Defender and Risk
Assessments

Microsoft Defender and Threat
and Vulnerability Management

Microsoft Security Score

Microsoft 365 and Insider
Threat

Azure Governance

Microsoft Blueprint and
Immutable Baselines

Azure Monitor

Azure Firewall and Logical
Boundaries to protect CUI

Microsoft Information Protection

Identification and Authentication

Access Control

Audit and Accountability

Awareness and Training

Personnel Security

Physical Protection

Risk Assessment

Security Assessment

Configuration Management

Maintenance

Media Protection

Incident Response

System and Communicati0n  Protection

Systems and Information Integrity

Securing People and
Processes and Microsoft

365
NIST-SP-800-171 and

Microsoft 365

Securing Technical Systems
and Microsoft 365
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FREE

General Cybersecurity Awareness
Training: For all employees

Curated Microsoft Learning Materials

DoD Mandatory CUI Training: For in-
scope employees

NIST-SP-800-171 Evidence Guides

BRONZE

Everything in Free

NIST-SP-800-171 and
Microsoft 365 Compliance

On Demand Microsoft 365
Readings and Presentations

Building CMMC Better Together
with Microsoft 365

SILVER

Everything in Bronze

Learning Activities: CMMC
Compliance Journey

Role Based Awareness and
Training Courses

Customized Awarenss and
Training Matrix

GOLD

Everything in Silver

Personalized Learning Plan
Access to two weekly office

hours with a CMMC Instructor

Discounted CCP Courses

Affordable Training For All Employees
Based on Your Scope
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$0.00 $7.95

$12.95 $24.95

Out of Scope Employees In Scope Employees

Priviledged Employees IT/Security Officers

Affordable
Monthly Subscriptions

Cutsomized for
Your Company


